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DETAILED ACTION 

Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1-18 , are rejected under 35 U.S.C. 102(b) as being anticipated by 
Halperin et al U.S. Patent No. 6,226,619. 

As per claims 1, and 10 , Halperin et al discloses a method for determining if an 
item is a fraudulent item, the method comprising the steps of: 

obtaining a first number associated with the item or item's packaging (fig. 1; "... 
number read from the tag with number on the serial number on the label..."); 

obtaining a second number associated with the item or item's packaging (fig. 1 ; 
"label serial number"); 

utilizing a cryptographic process and the first number to cryptographically verify 
the second number (col. 5, lines 50-65; "...verifying... the number read from the tag with 
a number on the serial number on the label..."); and 

determining the product's authenticity based on the verification (col. 5, lines 50- 

65). 

As per claim 2 , Halperin et al further discloses the method wherein the step of 
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obtaining the fist number comprises the step of obtaining the first number from an RFID 
tag associated with the item or the item's packaging (fig. 1). 

As per claim 3 , Halperin et al further discloses the method wherein the step of 
obtaining the second number comprises the step of determining a cryptographic 
signature printed on the item or the item's packaging (fig. 1; col. 4, lines 30-40; col. 7, 
lines 10-15). 

As per claim 4 , Halperin et al further discloses the method wherein the step of 
utilizing the cryptographic process comprises the step of utilizing a public key and the 
first number to verify the second number (col. 4, lines 30-40; col. 5, lines 50-65). 

As per claim 5 , Halperin et al further discloses the method wherein the step of 
determining the products authenticity comprises the step of associating the product with 
an authentic product if the signature is verified, otherwise associating the product with a 
forged product (fig. 1; col. 4, lines 30-40; col. 7, lines 10-15; col. 7, line 65-col. 8, line 
10). 

As per claim 6 , Halperin et al further discloses a method of manufacturing a 
product in order to prevent forgery, the method comprising the steps of: 

obtaining a tag comprising a first number (fig. 1; "... number read from the tag 
with number on the serial number on the label..."); 
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determining a second number utilizing the first number and a cryptographic 
process, wherein cryptographic verification of the second number insures the product's 
authenticity (fig.1; "label serial number"); 

affixing the first number to either the product or the packaging associated with 
the product (fig. 1; col. 2, lines 45-55); and 

affixing the second number to either the product or the packaging associated with 
the product (fig. 1). 

As per claim 7 , Halperin et al further discloses the method wherein the step of 
obtaining the tag comprising the first number comprises the step of obtaining an RFID 
tag comprising a unique, or semi-unique unalterable number (fig. 1 ; col. 4, lines 5-15). 

As per claim 8 , Halperin et al further discloses the method wherein the step of 
affixing the second number to either the product or the packaging associated with the 
product comprises the step of printing a cryptographic signature on the product or the 
product's packaging (col. 4, lines 30-45; col. 7, lines 5-15). 

As per claim 9 , Halperin et al further discloses the method wherein the step of 
determining the second number utilizing the first number and a cryptographic process 
comprises the step of utilizing the first number and a private key to generate the second 
number (col. 4, lines 25-40). 
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As per claim 11 Halperin et al discloses a method comprising the steps of: 

obtaining an RFID tag comprising a first number (fig. 1); 

utilizing a private key and the first number to create a second number such that 
cryptographic verification of the second number insures a product's authenticity (col. 1, 
lines 55-60; col. 4, lines 30-40); 

and 

affixing the second number and the RFID tag to the item or the item's packaging 
(fig. 1; col. 2, lines 45-55). 

As per claim 12 , Halperin et al discloses an RFID tag comprising: 
a first portion comprising product identification information (fig. 1); and 
a second portion comprising an unalterable random or semi-random number, 
wherein the unalterable random or semi-random number is utilized along with a 
cryptographic signature to verify a products authenticity (col. 1, lines 55-60). 

As per claim 13 , Halperin et al further discloses the RFID tag wherein the first 
portion comprises a product code or a serial number or a manufacturer code (fig. 1 ; col. 
1, lines 55-60). 

As per claim 14 , Halperin et al further discloses the RFID tag further comprising 
the cryptographic signature (col. 7, lines 10-15). 
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As per claim 16 , Halperin et al further discloses a product scanner comprising: 

an RF tag reader outputting contents of an RF tag (fig. 1); 

a scanner outputting a cryptographic signature (col. 7, lines 10-15); and 

logic circuitry having the contents of the RF tag and the cryptographic signature 
as an input and outputting information as to whether an item is a forgery (fig. 2; col. 2, 
lines 45-55). 

As per claim 16 , Halperin et al further discloses the product scanner wherein the 
logic circuitry utilizes a public key and cryptographic operations to verify the 
cryptographic signature (col. 4, lines 25-40; col. 5, lines 50-65; col. 7, lines 5-15). 

As per claim 17 , Halperin et al discloses an apparatus comprising: 

an RF reader outputting contents of an RF tag (fig. 1 ; col. 5, lines 50-65); 

logic circuitry having the contents of the RF tag as an input and outputting a 
cryptographic signature (fig. 1 and 2; col. 2, lines 45-55); and 

printing circuitry having the cryptographic signature as an input and printing the 
cryptographic signature upon an item or packaging (fig. 1; col. 7, lines 5-15). 

As per claim 18 , Halperin et al further discloses the apparatus further 
comprising: an RF writer outputting product information for the item to the RF tag (col. 4, 
lines 45-55). 
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Conclusion 

2. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Charles C. Agwumezie whose number is (571) 272- 
6838. The examiner can normally be reached on Monday - Friday 8:00 am - 5:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James Trammell can be reached on (571) 272 - 6712. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov . Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll free). 

Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 
Washington D.C. 20231 

Or faxed to: 

(571) 273-8300. [Official communications; including After Final communications labeled 
"Box AF"]. 

(571) 273-8300. [Informal/Draft communications, labeled "PROPOSED" or "DRAFT"]. 
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Hand delivered responses should be brought to the United States Patent and 
Trademark Office Customer Service Window: 

Randolph Building, 
401 Dulany Street 
Alexandria VA. 22314 



Charlie Lion Agwumezie 
Patent Examiner 
Art Unit 3621 
December 14, 2006 
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